Windows 8.0 Firewall Rule Reporting

This presentation shows using the command line to backup all the firewall rules. The presentation
show how to export the Windows Firewall rules to a file. The presentation shows the location of the
Firewall logging system. The presentation shows retrieving the Windows Firewall logs in Notepad
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Administrator: Command Prompt

C:\Windows\system32>cd ZHOMEPATHX
C:N\Users\Snuffy>_

The presentation changes the
default directory to the current logon
home directory.

Kleopatra




‘73 win8_x64_office2013 - VMware Player (Non-commercial use only)

Player « v o/ [

E
-,
7.z

Snuffy Oracle VM
VirtualBox

P o wm) km] e kmy k) wmg mm) mmd )

Administrator: Command Prompt

. C:\HWindows\system32>cd ZHOMEPATHX

MC:\Users\Snuffy>md temp
C:N\Users\Snuffy>cd temp

BC:\Users\Snuffy\temp>.

The presentation creates a temp
directory for this project. The
presentation changes the default
directory to 22HOMEPATH2\temp.
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Administrator: Command Prompt

. C:\HWindows\system32>cd ZHOMEPATHX
MC:\Users\Snuffy>md temp
C:N\Users\Snuffy>cd temp
'Sﬁ?Users\SnuFFy\temp>netsh advfirewall export fw_backupdl.txt

C:N\Users\Snuffy\temp> _
The command netsh advyfirewall

export will copy the current firewall
configuration to the file
fw_backup01 txt

You may choose another name
other than fw_backup01 .txt
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Administrator: Command Prompt

. C:\Windows\system32>cd ZHOMEPATHX

#MC:\Users\Snuffy>md temp The presentation generates a
C:N\Users\Snuffy>cd temp

'Sﬁ?Users\SnuFFy\temp>netsh advfirewall export f

directory listing of the folder to see
the firewall backup is done.

C: \Users\SnuFFy\tem >dir
Volume in drive ﬁas no label.

Volume Serial Number is CEEB-FF81
Directory of C:\Users\Snuffy\temp

03/12/2014 11:28 AM <DIR> ]
03,/12/2014 11:28 AM {DIR>
W03/12/2014 11:28 AM 282.624 fw_backup@l.txt
1 File(s) 282.624 bytes
2 Dir(s) 22,632,583, 168 bytes free

C:N\Users\Snuffy\temp>_
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Flash Player (32-bit) Folder Options IA Fonts
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Control Panel @R Keyboard §& Language The presentation opens the Control
P Mail (32-bit) & Mouse Panel.

B3 Notification Area Icons i Pen and Touch
m @ Personalization U= Phone and Modem
s Programs and Features ‘L\" Recovery
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Home Share View

T <« All Control Panel ltems » Administrative Tools v G Search Administrative Tools P

A

9% Favorites [] Name Date modified Type Size

Bl Desktop @ Component Services 3: : Shortcut
& Downloads @ Computer Management 3:17 PM Shortcut
=] Recent places f#k Defragment and Optimize Drives 3: / Shortcut

(@5 Disk Cleanup /25 3; : Shortcut
4 Libraries (@t E ) Shortcut
B3 Documents & i The presentation opens the
J) Music El Administrative Tools in the Control

Shortcut
Shortcut
=/ Pictures B ¢ Panel. Shortcut
B¥ Videos ( Shortcut

Control Panel &) me o) . Shortcut

% Computer (3% Print Management 3: : Shortcut

@ Resource Monitor 3: / Shortcut

€l Network a), Services 3:17 PM Shortcut

(@3 System Configuration 3: / Shortcut

Gpgdwin @ System Information 7/25/2012 3: A Shortcut

Document...
() Task Scheduler 7/25/2012 3:18PM  Shortcut

@ Windows Firewall with Advanced Secu... 7/25/ 3 / Shortcut
Windows} gy Diagnostic 3:15 PV Shortcut
@ Windows P rShell (x86) 44 AN Shortcut
‘ |l ISE (x86) 3: / Shortcut
The presentation open the MMC, =|| ISE 7/25/20123:18PM  Shortcut

Windows Firewall with Advance
Security.
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Windows Firewall with Advanced Security

The presentation selects the
Inbound Rule. This will show
all the inbound rules for the
firewall.

{Microsoft.Reader_6.2.920...
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{microsoft.windowsphoto...
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s P Name Group Profile  Enabled Inbound Rules

Outbound Rules
k&- Connection Security Rules . BranchCache Content Retrieval (HTTP-In) BranchCache - Content Retr... All i New Rule...

» B, Monitoring .BranchCache Hosted Cache Server (HTT... BranchCache - Hosted Cach... All
. BranchCache Peer Discovery (WSD-I{‘ dessalelaales—Daad D adl

Filter by Profile

. . Filter by State
@ Connectto s Network Projector (TC The presentation selects the

i : Fi
@ Connect to a Network Projector (TC - o abled tab. This sorts all the liter by Group

@ Connectto o Network Projector (WS} firgal rules by enabled status. View
.Connect to a Network Projector (WS G Refresh
res

. Connect to a Network Projector (WS
@ Connect to a Network Projector (WS s ExportList..
. Connect to a Network Projector (WS Help

. Distributed Transaction Coordinator
. Distributed Transaction Coordinator
. Distributed Transaction Coordinator
. Distributed Transaction Coordinator (RP...” Distributed Transaction Coo... Private.. No
. Distributed Transaction Coordinator (TC... Distributed Transaction Coo... Private.. No
. Distributed Transaction Coordinator (TC... Distributed Transaction Coo... Domain  No
. File and Printer Sharing (Echo Request - I... File and Printer Sharing Domain  No
. File and Printer Sharing (Echo Request - I... File and Printer Sharing Domain  No
. File and Printer Sharing (LLMNR-UDP-In)  File and Printer Sharing Domain  No
. File and Printer Sharing (NB-Datagram-In) File and Printer Sharing Domain  No
. File and Printer Sharing (NB-Name-In) File and Printer Sharing Domain  No
. File and Printer Sharing (NB-Session-In) File and Printer Sharing Domain No
. File and Printer Sharing (SMB-In) File and Printer Sharing Domain  No
. File and Printer Sharing (Spooler Service -... File and Printer Sharing Domain  No

. File and Printer Sharing (Spooler Service -... File and Printer Sharing Domain  No

@ HomeGroun In HomeGronn Private
<

11:31 AM
3/12/2014

A |[mel95 ) ENG




1=+ win8_x64_office2013 - VMware Player (Nc

PO 8833888 WH Bd® E )

Windows Firewall with Advanced Security
File Action View Help

&= | 25 = B E

@ Windows Firewall with Advance i Actions

Inbound Rul r
s P Name Group Profile ~ Enabled  Actic® || Inbound Rules

Outbound Rules
k&- Connection Security Rules @Windows Media Player x86 (UDP-In) Windows Media Player Private Y Alloy i New Rule...
N g’ Menitoring @Windows Media Player Network Sharing ... Windows Media Player Net...  Private  Ye Alloy

@Windows Media Player Network Sharing ... Windows Media Player Net...  Private  Ye Alloy

@Windows Media Player Network Shar Alloy

@ Windows Media Player Network Sha. | N€ Presentation selects the , Alloy Filter by Group
@ Windows Media Player Network Sha  €N@Dled tab again. The presentation | .,

@Windows Media Player Network Shar prefers the reverse alphabetlcal Alloy

@Windows Media Player Network Shar order. Alloy
@ Windows Media Player Network Shar Allov im Export List..
@Windows Media Player (UDP-In) Alloy Help

@ Store Alloy
@ Remote Assistance (TCP-In) Alloy
@ Remote Assistance (SSDP UDP-In) Alloy
@ Remote Assistance (SSDP TCP-In) e rmrmrree———orrreoe— Allov
@ Remote Assistance (RA Server TCP-In) Remote Assistance Domain Alloy
@ Remote Assistance (PNRP-In) Remote Assistance Domai... Alloy
@ Remote Assistance (DCOM-In) Remote Assistance Domain Alloy
@ Reader Reader Domai... Alloy
@ Reader Reader Domai... Alloy
@ Proximity sharing over TCP (TCP sharing... Proximity Sharing All Alloy
@ Play To UPnP Events (TCP-In) Play To functionality Public Alloy
@ Play To streaming server (RTSP-Streamin... Play To functionality Domain Alloy
@ Play To streaming server (RTSP-Streamin... Play To functionality Private Alloy
@ Play To streaming server (RTSP-Streamin... Play To functionality Public Alloy
@ Play To streaming server (RTCP-Streamin... Play To functionality Public Alloy

ﬁ Plav Tn streaminn server (RTCP-Streamin... Plav Ta functionalitv Nomain Allen v
< >
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View
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@ Windows Firewall with Advance i Actions

&3 Inbound Ruslec! Grou Profile  Enabled  Actic” || Inbound Rules
QOutbound New Rule... P

®x Connectio
» B Monitorin

Media Player x86 (UDP-In) Windows Media Player Private  Yes Alloy [ New Rule...
Filter by Profile Media Player Network Sharing ... Windows Media Player Net...  Private  Yes Alloy
Filter by State Media Player Network Sharing ... Windows Media Player Net...  Private  Yes Alloy
Filter by Group Media Player Network Sharing ... Windows Media Player Net...  Private  Yes Alloy
Media Player Network Sharing ... Windows Media Player Net...  Private  Yes Alloy Filter by Group
Media Player Network Sharing ... Windows Media Player Net...  Private  Yes Alloy View

Refresh EE— hladessnnlolnmna: Mlimolocabdaslg Player Net...  Private  Yes Alloy

Export List... ¢ The presentation right clicks Player Net.. Private  Ves Alloy

on the Inbound Rule. The Player Net...  Private  Yes Alloy s ExportList...

Help ’ : .
VF presentation will select Export "' Pivate  Yes Alloy Help
ore

List to export all the rules to a ,
@Remote file Domai... Yes Alloy

@ Remote Domai... Yes Alloy
@ Remote Domai... Yes Alloy
@ Remote Domain  Yes Allon
@ Remote Domai... Yes Alloy
@ Remote Domain  Yes Alloy
@ Reader Domai... Yes Alloy
@ Reader Domai... Yes Alloy
@ Proximi{ All Yes Alloy
@ Play To UPnP Events (TCP-In) Play To functionality Public Yes Alloy
@ Play To streaming server (RTSP-Streamin... Play To functionality Domain  Yes Alloy
@ Play To streaming server (RTSP-Streamin... Play To functionality Private  Yes Alloy
@ Play To streaming server (RTSP-Streamin... Play To functionality Public Yes Alloy
@ Play To streaming server (RTCP-Streamin... Play To functionality Public Yes Alloy

ﬁ Plav Tn streaminn server (RTCP-Streamin... Plav Ta functionalitv Nomain Yec Allen v
< < >
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View

G Refresh

Domai... Yes Alloy

Exports the current list to a file.
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Windows Firewall with Advanced Security

Inbound Rules Actions
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Recent places

Desktop
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L
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Computer

Export List

<

File name:

Save as type:

@ ¥ @

Date modified

No items match your search.

inbound_rules.csv

Text (Comma Delimited) (".csv)

Save Only Selected Rows

FIay 1TU SUTary sciver U ar=Jucaiiin,..  Fiagy ruirdncuvnianey

@ Play To streaming server (RTSP-Streamin... Play To functionality
@ Play To streaming server (RTCP-Streamin... Play To functionality
@D Plav T streamina server (RTCP-Streamin... Plav Ta functinnality

rFrivawlc

Public
Public

Nomain

~ || Inbound Rules
ﬂ New Rule...

Y Filter by Profile
N’ Filter by State
N’ Filter by Group

View

Refresh

S
i5» Export List...

Help

>

" The presentation names the

file Inbound_rules.csy.

The presentation selects Save
as Type: Text {Comma
Delimited) {*.csv)

The presentation saves the
file.

11:32 AM

'S By 0 b
O ENG s a0t




===y e gy e Ry e gy R IS . LS

Windows Firewall with Advanced Security

File Action View Help

& = |5

&3 Inbound Rules review the firewall log settings. Windows Firewall wit.. -

Outbound Rules The presentation selects the . [,
P prk security for Windows computers. & Import Policy...

a Connection Security Rules Windows Firewall with
[> % Monitoring Advance Securiw- @_] EXpOl't Policy...
Restore Default Policy

Diagnose / Repair
View
Refresh

Properties

Pn
@ indows Firewall is on.

G Inbound connections that do not match a rule are blocked.
@ Outbound connections that do not match a rule are allowed.

Help

Public Profile is Active

@‘ Windows Firewall is on.

® Inbound connections that do not match a rule are blocked.
@ Outbound connections that do not match a rule are allowed.

Windows Firewall Properties

Getting Started
Authenticate communications between computers

Create connection security rules to specify how and when connections between computers are authenticated and
protected by using Intemet Protocol security (IPsec).
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E‘!. Connection Secur

s B Monitoring

View

Refresh

Help

Properties < |

Export Policy...
Restore Default Policy
Diagnose / Repair

PRSI RR W Rd B

Windows Firewall with Advanced Security

th Advanced Security provides network securty for Windows computers.

Import Policy... vanced Security on Local Computer Actions

e Import Policy...
4a| Export Policy...

Private Profile
@‘ Windows Firew{
® Inbound connef
@ Outbound conr

Public Profile
@ Windows Firew{
G Inbound connej
@ Outbound conr

The presentation right clicks
on Windows Firewall with
Advance Security. The
presentation selects
Properties.

Windows Firewall Properties

Diagnose / Repair
View

Refresh
Properties

Help

Getting Started

Authenticate communications between computers

Create connection security rules to specify how and when connections between computers are authenticated and

protected by using Intemet Protocol security (IPsec).
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File Action View Help
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@ Windows Firewall with Advance BT it c b n Lt Security on Local Computer Actions

B3 Inbound Rules Windows Firewall with Advanced Security on Local Co... Windows Firewall wit.. «
Outbound Rules ‘ Windos : ‘
#a Connection Security Rules Domain Profile | Prvate Profile | Public Profile | IPsec Settings | Import Policy...
» B Monitoring &=, Export Policy...
Overview gom vior for when a computer is connected to its corporate Restore Default Policy
Domain F Staf | Diagnose / Repair
) ) ) wall state: On {recommended) )
The presentation will review the log View

settings for each profile tab. Inbound connections: Flock {dctad) Refresh

Outbound connections: Allow (default)

Properties

Protected network connections: Customize... Help

r:ctfy settings that control Windows ERCEs
wall behavior.

troubleshooting.

i _l Specify logging settings for ... < The presentation selects

Inbound g ;
8 nboun customize button to review the
Outbour firewall log settings.

g Window

Getting St
Authentic

Create connection security rules to specify how and when connections between computers are autheni
protected by using Intemet Protocol security (IPsec).

0K Cancel Apply
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C:\Windows\system32>cd ZHOMEPATH \temp
C:\Users\Snuffy\temp>

The presentation returns to the
Command prompt running as
Administrator.

The presentation changes to the
directory made earlier in this
document.

Gpgdwin

Document...
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C:\Windows\system32>cd ZHOMEPATH \temp

C:\Users\Snuffy\temp>netsh advfirewall show allprofiles

The presentation runs the netsh
advfirewall show allprofiles

command to get the firewall log
location.

Gpgdwin
Document...
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| ' BlockInbound, Al lowOutbound
LocalFirewal lRules N/A (GPO-store only)
LocalConSecRules N/A (GPO-store only)
BlnboundUserNotification Enable
RemoteManagement Disable
UnicastResponseToMulticast Enable

dl ogging
LogAl lowedConnect ions Enable
Lo?DroppedConnections Enable
FileName “systemroot\system3Z2\LogFiles\Firewal l\pf
irewall. log

MaxFileSize 4096
Ok.

C:\Users\Snuffy\temp>notepad Ysystemroot/\system3Z2\logfiles\firewall\pfirewall.l
09

Document...

The presentation will open the firewall log for the Public Profile. Note.
sometimes all the profiles log to the same file. It is good to scroll and check.

The presentation enters the command to open the log file.

notepad % systemroot2\system32\logfilestfirewall\pfirewall log
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File Edit Format View Help

pfirewall.log - Notepad

kVersion: 1.5
#Software: Microsoft Windows Firewall
#Time Format: Local

#Fields: date time action protocol

2014-03-04
2014-03-04
2014-03-04
2014-03-04
2014-03-04
2014-03-04
2014-03-04
2014-03-04
2014-03-04
2014-03-04
2014-03-04
2014-03-04
2014-03-04
2014-03-04
2014-03-04
2014-03-04
2014-03-04
2014-03-04
2014-03-04
2014-03-04
2014-03-04
2014-03-04
2014-03-04
2014-03-04
2014-03-04
2014-03-04
2014-03-04
2014-03-04
2014-03-04
2014-03-04
2014-03-04
2014-03-04

19
19
19
19
19
19
19
19
19
19
19
19
19
19
19
19
19
19
19
19
19
19
19
19
19
19
19
19
19
19
19
19

145
145
145
145
145
145
145
145
145
145
145
145
146:
146:
146:
146:
146:
146:
146:
146:
146:
146:
146:
146:
146:
146:
146:
146:
146:
146:
146:
146:

51
51
51
51
51
51
51
51
51
51
51
51
15
16
16
18
19
19
20
20
20
21
22
22
23
24
26
27
29
3e
30
32

DROP
DROP
DROP
DROP
DROP
DROP
DROP
DROP
DROP
DROP
DROP
DROP
DROP
DROP
DROP
DROP
DROP
DROP
DROP
DROP
DROP
DROP
DROP
DROP
DROP
DROP
DROP
DROP
DROP
DROP
DROP
DROP

UDP
UDP
UDP
UDP
UDP
UDP
UDP
UDP
UDP
UDP
UDP
UDP
UDP
UDP
UDP
UDP
UDP
UDP
UDP
UDP
UDP
UDP
UDP
UDP
UDP
UDP
UDP
UDP
UDP
UDP
UDP
UDP

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

11.
11.
11.
11.
11.
11.
11.
11.
11.
11.
11.
11.
11.
11.
11.
11.
11.
11.
11.
11.

1e8.
1es.
1e8.
1es.
118.
118.
118.
118.
118.
1es.
118.
118.
118.
1es.
118.
1es.
118.
118.
1e8.
118.

220
220
220
220
162
162
162
162
162
220
162
162
162
220
162
220
162
176
220
162

255.
.252
.252
.255.
.252
.252
.252
.255.
.252
.255.
.252
.252
.255.
.255.
.255.
.255.
.255.
.255.
.255.
.255.

®
®

[V 3 Y

[V 3 Y

[V 3 Y
VOV OVNO

DN ONDODDOND

N N®
ulou o
v ®

10.11.116.187 239.255.255.
fe80::c4ef:fbff:d@ac:8c7e
10.11.116.187 239.255.255.
fe80::c4ef:fbff:d@ac:8c7e
10.11.116.187 239.255.255.
fe80::c4ef:fbff:d@ac:8c7e
10.11.116.187 239.255.255.
fe80::c4ef:fbff:d@ac:8c7e
10.11.116.187 239.255.255.
fe80::c4ef:fbff:d@ac:8c7e
10.11.116.187 239.255.255.
fe80::c4ef:fbff:d@ac:8c7e
239,
224,
224,
239.
224,
224,
224,
239.
224,
239.
224,
224,
239,
239.
239,
239.
239,
239.
239,
239.

255.

250 19@e 196e 515
ffe2::c 19e@ 1900 543
250 1900 190e 463
ffe2::c 198 1900 491
250 19@e 196e 529
ffe2::c 19ee 1900 557
250 19@e 19@e 527
ffe2::c 19@@ 1900 555
250 1960 190e 543
ffe2::c 19e@ 1900 571
250 19@0 19@e 472
ffe2::c 19ee 1900 500
250 61739 1960 161
51699 5355 52

51699 5355 52

250 61739 19@e

65177 5355 51

65177 5355 51

51959 5355 55

250 57092 19ee

51959 5355 55

250 61739 19@e

62313 5355 51

62313 5355 51

250 57892 19ee

250 61739 19@e

250 57892 19ee

250 61739 19@e

250 57892 19ee

250 50883 19@0

250 61739 19@e

250 57092 19ee

-

)

src-ip dst-ip src-port dst-port size tcpflags tcpsyn tcpack tcpwin icmptype icmpcode info path

RECEIVE
RECEIVE
RECEIVE
RECEIVE
RECEIVE
RECEIVE
RECEIVE
RECEIVE
RECEIVE
RECEIVE
RECEIVE
RECEIVE
RECEIVE
RECEIVE
RECEIVE

The presentation reviews the
Windows Firewall log in notepad.







	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

