Windows 8.1 Calculate File Hash with Hasher

The presentation will download Alternate-Tools Hasher and calculate the hash for a file.
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0 Alternate Tools - Alternat: X

C' [ www.alternate-tools.com/pages/c_main.php?lang=ENG

Alternate Tools

Open Source g

Chord
Dictionary
File Shredder

Using a browser. the presentation
goes to the Alternate-Tools web
site.

Deutsche Version

This site contains several
Or open source.

lows platforms as freeware

Read this before using the
HASH-Generator

QR Code Generator

WebshopEngine Lite
Multimedia

Pic View EXESlide

Pic View Lite

Quick Audio
System tools

e You are allowed to cc
anyone you want. Bu
» None of these progra

home or have a look

» Always create backupmm)

re modifying them

Changes:

465. Update: Pic View 1.927, Timer 3.200 (11.03.2015)

ke to and give them to
this applications.
rowser-settings, phone
‘essbook, conversations)

464. Update: Password DB 1.870, Directory 3.230, Archiver 2.815 (10.03.2015)

463. Update: ExeSlide 1.810, WebKit 0.991 (09.03.2015)

462. Update: Pic View 1.920 (08.03.2015)
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Alternate HASH-Generator

Open Source

Chord This program allows you to generate HASH-values (check sums) out of a string or a file. Open
Dictionary Source (MSVC++ 2005).

: Available alogithms:
File Shredder ~ MD?2

File Move ‘ _ MDA

HASH-Generator ) The presentation selects the
| HASH-Generator link to arrive

FIENIE at this page.

QR Code Generator

WebshopEngine Lite
Multimedia

Pic View EXESlide
Pic View Lite
Quick Audio

System tools Changes in this version:
- added KECCAK/SHA-3 and MD4

- SBDM
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Filehandling
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C' | [ www.alternate-tools.com/pages/c_hasher.php?lang=ENG

Firebird Copy

Versionnumber:

Filesize:
LDAP

Date:

Supported operating

Task Manager systems:

Archiver

1.330
762,43 KB
29.12.2014

7,8,81

Languages included: English, german
Current Downloads: 1386

Directory The presentation selects the
-z .. | Start download of Alternate

- HASH-Generator button.
Splitter

Texthandling
Calculator
MathSolver

Password DB

Textbrowser

Start download of
Alternate HASH-Generator

Algeathmus

Datename

Tent-Zewrankate

HASHWenr

Erwarteter HASH-yy RECCAKIS12)
AK
BXDR

Translation KIT

Games

33320¢0475 102002882 34¢4 153220110200

< |

Windows NT 4, 95, 98, Me, 2000, XP, Server 2003, Vista, Server 2008,

A [me 9T g))
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System tools
DLL Analyzer
Firebird Copy

P

LDAP
Secure System
Task Manager
Filehandling
Archiver
Directory
EXE Packer
Splitter
Texthandling
Calculator
MathSolver
Memo
Password DB
Textbrowser
Timer

Translation KIT

Changes in this version:
- added KECCAK/SHA-3 and MD4

Versionnumber: 1.330

Suj|
Sys
Lar You have chosen to open:
Cu n | Hasher.exe

which is: Binary File (762 KB)
from: http://www.alternate-tools.com

Do

Would vou like to save this file?

The presentation selects the
option Save File.

!
Algoathmus

Datename

Ten-Zestpnkate

HASHWer

Erwarteter HASH-yy RECCAKIS12)
AK

Filesize: 762.43 KB
Date: 29.12.2014

Opening Hasher.exe

XP, Server 2003, Vista, Servel

Save File

Cancel

SHA-2(2%8)
SHA-2(234)
SHA512)
KECCAX[224)

KECCAK(256) 33320¢04TE1020028823404 153220110200

KECCAX(384)

BxXDR
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Home Share

Downloads

View

© v 1 @ » ThisPC » Downloads

3 Favorites
Bl Desktop
4 Downloads

L5
=, Recent places

1M This PC
m Desktop
| Documents
4 Downloads
W Music
=| Pictures
# Videos
&, Local Disk (C:)
¥4 DVD Drive (D:) IRM_

“! Network

v

[[] Name Date modified

i3 Hasher 3/12/2015 3:

43 PM

The presentation goes to the
Downloads folder on the local
machine. The presentation starts
the Hasher install from this folder.

v

Search Downloads

Type

Application

Size
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The presentation allows the program
to make changes.

User Account Control n

|"i"‘.| Do you want to allow the following program from an
“2/" unknown publisher to make changes to this computer?

Program name:  Hasher.exe
Publisher: Unknown
File origin: Hard drive on this computer

(V) Show details Yes . No

Change when these notifications appear
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= _ The presentation selects an
Eebabll installation language.

a?

Google
Chrome

Mozilla
Thunderbird

iy

Select Setup Language

Select the language to use during the
installation:

English

Cancel

S LA )
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The presentation continues the
installation.

Recycle Bin

a?

G |
S etup - Alternate HASH-Generator S

Chrome

Welcome to the Alternate

(".\) -~ HASH-Generator Setup Wizard
Mozilla : E 8 This will install Alternate HASH-Generator 1.330 on your
Firefox == computer.

It is recommended that you dose all other applications before

- 7 & continuing.
ﬁ - . Click Next to continue, or Cancel to exit Setup.
Mozilla

Thunderbird

3:44 PM
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The presentation accepts the
license agreement and continues.

Setup - Alternate HASH-Generator

) License Agreement
(.‘) Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this

Mozilla
Firefox agreement before continuing with the installation.

1. User Agreement

-
‘ 1.1 Freeware

a : This program is freeware. That means, you
Mozilla can copy it as often as you want and give

Thunderbird it to any persons you'd like to.

BUT: You are not allowed to sell or rent
this application!!

(®) I accept the agreement
(:i' I do not accept the agreement

< Back Cancel
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Recycle Bin

The presentation continues the
installation in the suggested folder.

a?

G |
o i Setup - Alternate HASH-Generator

Chrome

Select Destination Location
Where should Alternate HASH-Generator be installed?

Mozilla
‘ Setup will install Alternate HASH-Generator into the following folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

-
ﬁ :\Program Files (x86)\Alternate \HASH-Generator Browse...

Mozilla
Thunderbird

At least 2.1 MB of free disk space is required.

< Back Cancel
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Player v | Il v c» I O The presentation accepts the
default settings and continues.
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Recycle Bin

a?

G |
o i Setup - Alternate HASH-Generator

Chrome

Select Start Menu Folder
Where should Setup place the program's shortcuts?

.(é
Mozilla -
. Setup will create the program's shortcuts in the following Start Menu folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

-
[ﬁ Alternate \HASH-Generator Browse...

Mozilla
Thunderbird

< Back Cancel
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default settings and continues.
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L
Recycle Bin

a?

Google
Ch,o?ne s Setup - Alternate HASH-Generator
_ Select Additional Tasks
L Which additional tasks should be performed?
[d
Mozilla Select the additional tasks you would like Setup to perform while installing Alternate
Firefox HASH-Generator, then dick Next.
Additional icons:
a Create a desktop icon
[ﬁ [ ] Create a Quick Launch icon
Mozilla

Thunderbird
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Pl - - = The presentation begins the
sl = H installation.
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!

Recycle Bin

a?

Google
Ch,o?ne i3 Setup - Alternate HASH-Generator
_ Ready to Install
(. Setup is now ready to begin installing Alternate HASH-Generator on your
m o computer.
Mozilla Click Install to continue with the installation, or dick Back if you want to review or
Firefox change any settings.
Destination location:
< C:\Program Files (x86)\Alternate\HASH-Generator
ﬁ Start Menu folder:
Alternate\HASH-Generator
Mozilla
Thunderbird Additional tasks:
Additional icons:

Create a desktop icon

Install Cancel
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T;, - - ™ The presentation reads the
el = H important information and
G= - continues.

\

L
Recycle Bin

a?

Google
Hrrm s Setup - Alternate HASH-Generator
__ Information
(.‘) Please read the following important information before continuing.
Mozilla When you are ready to continue with Setup, dick Next.
Firefox
Alternate HASH-Generator changes
-
‘ 1.330 (29.12.20149)
-> DPI bugfix
-> New 256x256px icon added
Mozilla
Thunderbird 1.320 (23.12.20149)
-> Ini file-handler bugifx
-> New icon 48x43
‘ -> UninstallCleanup V1.200 added
\ 1,310 (28.10.20149)
-> Installer correction, minor internal code changes
Alternate
HASH-Gene... Conmms an mmem
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Player ~ | 1l ~ o H B The presentation accepts the
default setting and finishes the

M= >
installation.

\
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Recycle Bin

a?

G |
c:r%gmee ' Setup - Alternate HASH-Generator
“ Completing the Alternate
‘.) -~ HASH-Generator Setup Wizard
: . Setup has finished installing Alternate HASH-Generator on

Moazilla _
et | your computer. The application may be launched by selecting
e the installed icons.

- Click Finish to exit Setup.

ﬁ ' Launch Alternate HASH-Generator

Mozilla
Thunderbird

2\

Alternate
HASH-Gene...
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Recycle Bin
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Google
Chrome

(
u‘—\) = Alternate HASH-Generator

Mozilla
Firefox Algorithm SHA-2(512)

- . ' ’
Filename Get HASH from file

Mozilla String Get HASH from string

Thunderbird

E’ \’ HASH value Copy
Expected HASH value Compare
Alternate
HASH-Gene...
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& @ brazil.minnesota.edu/cscil110/cscil110.html

Informatics
CSCI 1110

These are the class materials for Mr. Preuss class at MSCTC Moorhead.

Download the class syllabus

Download the class schedule and assignment schedule

Download the iCalendar file for this class

Lab01
Lab02
Lab03
Lab04
Lab05
Lab06
Lab07
Lab08
Lab09
Lab10

.

™
The presentation goes to a web site
to download a file with a hash
calculation.
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Informatics
CSCI 1110

These are the class materials for Mr. Preuss class at MSCTC Moorhead.

Download the class syllabus

Download the class schedule and assignment schedule

Download the iCalendar file for this class

Lab01

Open Link in New Tab
Lab Open Link in New Window
Lab Open Link in New Private Window

Bookmark This Lin
Lab Save Link As... é: The presentation right clicks

Lab Copy Link Location on a file link. The presentation
— Search Google for "Lab01"| S€lects Save Link As ...

Inspect Element (Q)

The presentation saves the
file on the local system.

. 3:47 PM
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View all file hash calculations

The presentation opens one
of the files with hash
calculations for this site.

Download the md5 hash for all files in a Linux file.

Download the sha1 hash file for all files in a Linux file.

Download the sha512 hash file for all files in a Linux file.

Names List 1

Names List 2

Names List 3

Download the class OpenSUSE VM

The class OpenSUSE VM is ~14 GB compressed in a zip file. The zip file contains three files designed to work with VMware.

Class VM Hash Value

Send e-mail to Mr. Preuss

Return to Home Page

3:47 PM
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Hashes

x |\ +

(- ¢V brazil.minnesota.edu/cscil1110/cscil1110/1110hash.htm

File

1110a.pdf

MD5

SD4EF43C B173541F

B487ACeD

73cDE4¢ce

SHA1

FOC5435D A3AFFI1CE

FEBOOBEE

BSD303Cz2

5827E21C

SHA512

A3S5BACBB 18B8EB105
2125EA37 3CB245CD

3C144B07
324ARZ0B

OBee7e3B

37501011

37D45035C ©143732C 8BB8F3CAS 5262D47E

F3Ce538¢

ATEBAC40

File

1110hash.htm

MD5

D41D8CDS 8F00B204

ES8005358

ECFB8427E

SHA1

DA3SA3ZEE

SEGB4RBOD

3255BFEF

85601880

AFDB0O70S

SHAS512

CFB83E135

7EEFB8BD

47417A81 AS538327A

F1542850
FSZT7DA3E

DeeD8007

D&20E405

0OB5715DC 83F4AS21 D3eCESCE 47D0OD13C SDBSFZRO

FF8318D2

€3BS31RBD

File

1110ics-md5.txt

MD5

18457E31

485550D1

SB3E4145

AESCS588¢

SHA1

SD7B12A8

Z26FODBSA

5C381z42

BFAS02DS

B313700F

SHA512

7C5C8DS3
CeB71AAR

C3555044

8CS2DSEB

370EBO7B
0OECBASDZ

8C215488%

995405DA DSB41FSC EEDS571A4 B8524FccA S15845AD 04S8SDeS7F

5010CCs8

€805D8CC

File

1110I01.pdf

/1

MD5

SFDD7EAB 233C3D7¢ EODeCSF3 BSEZ8137

S

The presentation copies the

SHA1

€883B81lAa TAB181lFC 0214535¢ €355D781

2427360¥

mdb hash for the downloaded

SHA512

AS5SFeeFD ADC30SRBS8

S7Be8AzC

51554F52

48132158
30252853

42054551

EFFEF43E

file.

ACZFZ0F8

TCES7SCA

File

1110102.pdf

MD5

F4BBBEAD

8C25E23C

3072457D

1D1E44D0

SHA1

B8E97E34E

21113070

54D50C44

EBDFG44E

07528B45

SHA512

C2Z0E8DeC
047eC5eB

7C423841D
76DFEDD4

CESSEDe7
FEBDEFBE

899240AF

2€l1E47D7

ZF3BBE3D

47De0783

File

1110l03.pdf

MD5

11FCAS4¢e AZBFDEE

C8151Ce8

3057C420

SHA1

3274F723

FZ27eDe34

EZB8Ee4CF

510545¢¢

73FBS00¢

@ Firefox automatically sends some data to Mozilla so that we can improve your experience.

v

| Choose What | Share | x
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Recycle Bin

a?

Google
Chrome

Algorithm

Filename

The presentation opens Alternate
HASH-Generator.

The presentation changes to
algorithm to match the algorithm of
the answer from the web site.

| B a 9

Alternate HASH-Generator

The presentation selects the ...
button to locate the file.

Get HASH from file

Get HASH from string

Copy

Compare

o e 930 )
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a?

Google
Chrome

»
m‘)

Moazilla
Firefox

Moazilla
Thunderbird

Algorithm

Filename

String

Look in:

N
o

Recent places

-

Desktop

L
Libraries

& Downloads

Name

1 1110101

ﬁg'-‘ Hasher

v

x|
o2 @

Date modified Type

3/12/20153:47PM  PDF File
3/12/20153:43PM  Applicatic

m file

1string

'. \‘ HASH valu
% Expected t
Alternate
HASH-Gene... File name: 1110101
Network
Files of type: All files(™.
The presentation selects the
downloaded file and selects open.
(1 | 3:48 PM
.. 3/12/2015




Recycle Bin

a?

Google
Chrome

»
m‘)

Moazilla
Firefox

Moazilla
Thunderbird

b2
Alternate
HASH-Gene...

€ E B a o)kl

Alternate HASH-Generator

Algorithm MD5

Filename C:\Users\al\Downloads\1110101.pdf
String

HASH value

Expected HASH value 9FDD7EAB 233C3D76 EODGCSF3 BOE28137

The presentation pastes the mdb
hash answer from the web site in

this box.

Get HASH from file

Get HASH from string

Copy

Compare

A [me 97 i)
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Recycle Bin

a?

Google
Chrome

Mozilla
Thunderbird

b2
Alternate
HASH-Gene...

Algorithm

Filename

String

HASH value

Expected HASH value

= S B a 9

Alternate HASH-Generator

MD5

C\Users\al\Downloads\1110101.pdf

9fdd7eab233c3d76e0d6C

9FDD7EAB 233C3D76 EOL

Get HASH from file

The presentation selects Get HASH
from file to calculate the file hash.

o [me 930 )
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Recycle Bin

a?

Google
Chrome

Mozilla
Firefox

Moazilla
Thunderbird

b2
Alternate
HASH-Gene...

Algorithm

Filename

String

HASH value

Expected HASH value

= S B a 9

MD5

l The HASHes are NOT identical!

C\Users\al\Downloads\1110101.pdf Get HASH from file

Get HASH from string

9fdd7eab233c3d76e0d6c5f309e28137 Copy

9FDD7EAB 233C3D76 EOD6C5F3 B9E28137 Compare

The presentation selects the
compare button to see if the

numbers match.
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